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APPROPRIATE USE AND SECURITY OF CONFIDENTIAL AND SENSITIVE 
INFORMATION 

Similar to Banner, HRFE allows you to access confidential and sensitive information. 
Guidelines have been created to help you manage your responsibility. 

 
You are responsible for any activity that occurs using your logon 

 
• Do not share your passwords or store them in an unsecured manner. 
• Do not leave your workstation unattended while logged on to administrative information 

systems. 
 

You have access to very sensitive personal information 
 

• Do not share confidential and sensitive information with anyone, including colleagues, 
unless there is a business reason. 

• Retrieve printed reports quickly, and do not leave the reports lying around in plain view. 
• Secure reports containing confidential and sensitive information (e.g., FERPA, 

EEO, or HIPAA protected data). 
• Shred the documents in a timely manner when disposing of reports containing 

confidential or sensitive information. 
 

Any violation could subject you to disciplinary action. 
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